IOT NETWORKS AND PROTOCOLS

Experiment 1
AIM: 
TO study and apply network trouble shooting commands in live network environment 
Objective:
To understand and demonstrate the use of various network troubleshooting commands (IPCONFIG, PING, ARP, TRACERT) in diagnosing and resolving common network issues in a live environment.
Materials Required:
· A computer with an active network connection (Windows, macOS, or Linux)
· Command-line interface (CLI) access (Command Prompt for Windows, Terminal for macOS/Linux)
Theory
Network troubleshooting commands are essential tools for diagnosing and resolving network connectivity issues. Each command serves a specific purpose:
1. IPCONFIG: Displays the current network configuration details of a computer.
2. PING: Tests the reachability of a host on an IP network and measures the round-trip time for messages.
3. ARP (Address Resolution Protocol): Displays and modifies the ARP table used to map IP addresses to MAC addresses.
4. TRACERT (Traceroute): Traces the path packets take to reach a network host, showing each hop along the way.
Procedure
IPCONFIG Command:
· Open the Command Prompt (Windows) or Terminal (macOS/Linux).
· Type ipconfig (or ifconfig on macOS/Linux) and press Enter.
· Observe the output which includes details such as IP address, subnet mask, and default gateway.
· Note: Use at least three options in this command and attach the screenshots under the title “example output”
PING Command:
· Type ping <hostname or IP address> and press Enter. For example, ping google.com.
· Observe the output which shows whether the destination is reachable and the time taken for each ping.
· Note: Use at least three options in this command and attach the screenshots under the title “ Output & Observation”
· Use CTR C keys to break the loop
ARP Command:
· Type arp -a and press Enter to display the ARP table.
· Observe the output which lists IP addresses and their corresponding MAC addresses.
· Note: To clear the ARP cache, use arp -d followed by the IP address on Windows.
TRACERT Command:
· Type tracert <hostname or IP address> on Windows or traceroute <hostname or IP address> on macOS/Linux and press Enter. For example, tracert google.com.
· Observe the output which shows each hop from your computer to the destination, including the round-trip time for each hop.
· Note: Use at least three options in this command and attach the screenshots under the title “output & observations”
· Use CTR C keys to break the loop
Output & Observations
· IPCONFIG: Provides detailed network configuration information.(vary the space for three different Screenshots)
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Ipconfig/all
[image: ]
Ipconfig/flushdns
[image: ]
· PING: Confirms whether a host is reachable and measures the round-trip time.(vary the space for three different Screenshots)
ping www.google.com
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ping www.facebook.com
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ping www.amazon.in
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· ARP: Displays the mapping between IP addresses and MAC addresses.(vary the space forthree different Screenshots)
· Arp -a
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arp
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Arp -g
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· TRACERT: Identifies the path packets take to reach a destination and where delays occur. (vary the space for three different Screenshots)


tracert www.google.com
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tracert www.facebook.com
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tracert www.google.com
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Conclusion
The experiment demonstrates the use of network troubleshooting commands to diagnose and resolve network issues. Understanding these commands is crucial for network administration and troubleshooting.
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:\Users\Kennith>ipconfig/all

windows IP Configuration

Host Name . . . ... ... . : DESKTOP-UN33BTI
Primary Dns Suffix caaot

Node Type . . . . . . . .....: Hybrid

TP Routing Enabled. . . . . . . . :No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet:

Media State . . . . : Media disconnected
Connection-specific DNS Suffix

Description . . . . . . . .. .. : Realtek PCIe GbE Family Controller
Physical Address. . . . . . . .. : E4-AB-DF-C5-B8-55

DHCP Enabled. . . . . L.t Yes

Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . : Media disconnected
Connection-specific DNS Suffix

Description . . . . . . . . ... : Microsoft Wi-Fi Direct Virtual Adapter
Physical Address. . . . . . . .. : 70-A8-D3-66-94-7E

DHCP Enabled. . . . . L.t Yes

Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Local Area Connection* 10:

Media State .
Connection-specific DNS Suffix

: Media disconnected

Description . . . . . . . . ... : Microsoft Wi-Fi Direct Virtual Adapter #2
Physical Address. . . . . . . .. : 72-A8-D3-66-94-7D

DHCP Enabled. . . . . L.t Yes

Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description . . . . . . . ... .: Intel(R) Wi-Fi 6 AX201 160MHz

Physical Address. . . . . . . . . : 70-A8-D3-66-94-7D

DHCP Enabled. . . . . L.t Yes

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . ... . . : 2402:a00:400:c34a:3b51:b92f:c56d:9d58(Preferred)
Temporary TPv6 Address. . . . . . i 2462:a60:460:C34a:Ac8a:f396:8c74:acT2(Preferred)
Link-local IPv6 Address . . . . . : fe80::f8d2:7ed:2832:4c09%10(Preferred)

IPvA Address. . . . . . . . ... : 192.168.1.4(Preferred)

Subnet Mask . . . . .. . ....: 255.255.255.0
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C:\Users\Kennith>ipconfig/flushdns
windows IP Configuration

Successfully flushed the DNS Resolver Cache.
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C:\Users\Kennith>ping www.google.com

Pinging . google. com [2404:6800:4009:82c
Reply from 2404:6800:4009:82c: :2004:
Reply from 2404:6800:4009:82c: :2004:
Reply from 2404:6800:4009:82c: :2004:
Reply from 2404:6800:4009:82c: :2004:

004] with 32 bytes of data:

Ping statistics for 2404:6800:4009:82c: :2004:

Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:

Minimum = 53ms, Maximum = 55ms, Average = 53ms
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C:\Users\Kennith>ping www.facebook.com

Pinging star-mini.clor. facebook.com [2a03:2880:f18a:
Reply from 2a03:2880:f18a:8a:face:b0c:0:25de
Reply from 2a03:2880:f18a:8a:face:b0c:0:25de:
Reply from 2a03:2880:f18a:8a: face:boo Sde:
Reply from 2a03:2880:f18a:8a:face:b0c:0:25de:

:face:b@c:0:25de] with 32 bytes of data:

Ping statistics for 2a03:2880:f18a:8a:face:b00c:0:25de:
Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:
Minimum = 33ms, Maximum = 37ms, Average = 35ms
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C:\Users\Kennith>ping www.amazon.in

Pinging dlelgmlww@déwo.cloudfront.net [2600:9000:21fe:1800:8:b109:e14:3c81] with 32 bytes of data:
Reply from 2600:9000:21fe:1800: :e14:3c81: time=13ms

Reply from 2600:9000:21fe: seld:
Reply from 2600:9000:21fe: seld:

Reply from 2600:9000:21fe: seld:

Ping statistics for 2600:9000:21fe:1800:8:b109:e14:3c81:
Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:
Minimum = 13ms, Maximum = 16ms, Average = 1l4ms




image7.png
:\Users\Kennith>arp -a

Interface: 192.168.1.4 --- Oxa

Internet Address
192.168.1.1
192.168.1.255
224.0.0.22
224.0.0.251
224.0.0.252
239.255.102.18
239.255.255.250
255.255.255.255

Physical Address
bo-8b-92-41-97-47
FFEFFFFFFFFF
01-00-5e-00-00-16
01-00-5e-00-00-fb
01-00-5e-00-00-fc
01-00-5e-7f-66-12
01-00-5e-7f-ff-fa
- FFFfFF

Type
dynamic
static
static
static
static
static
static
static
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:\Users\Kennith>arp

Displays and modifies the IP-to-Physical address translation tables used by
address resolution protocol (ARP).

ARP -s inet_addr eth_addr [if_addr]
ARP -d inet_addr [if addr]
ARP -a [inet_addr] [-N if_addr] [-v]

-a

-8
-v

inet_addr
N if_addr

-d

-s

eth_addr
if_addr

Example:

> arp -s 157.55.85.212  00-aa-00-62-c6-09

> arp -a

Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

Same as -a.

Displays current ARP entries in verbose mode. All invalid
entries and entries on the loop-back interface will be shown.
Specifies an internet address.

Displays the ARP entries for the network interface specified
by if_addr.

Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.

Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

Specifies a physical address.

If present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the first applicable interface will be used.

Adds a static entry.
Displays the arp table.





image9.png
C:\Users\Kennith>arp -g

Interface: 192.168.1.4 --- @xa

Internet Address
192.168.1.1
192.168.1.255
224.0.0.22
224.0.0.251
224.0.0.252
239.255.255.250
255.255.255.255

Physical Address
bo-8b-92-41-97-47
FFEFFFFFFFFF
01-00-5e-00-00-16
01-00-5e-00-00-fb
01-00-5e-00-00-fc
01-00-5e-7f-ff-fa
- FFFfFF

Type
dynamic
static
static
static
static
static
static




image10.png
Users\Kennith>tracert www.google.com

racing route to www.google.com [2404:6800:4009:82d: :2004]
ver a maximum of 3 hops:
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Request timed out.

undefined. hostname. localhost [2402:200:400
undefined. hostname. localhost [2402:a00.
undefined. hostname. localhost [2402:200::2e]
2001:4860:
2404:6800:
2001:4860
2001:4860
2001:4860
2001:4860
2001:4860:
bom@7536-
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C:\Users\Kennith>tracert www.facebook.com

Tracing route to star-mini.cl@r.facebook.com [2a03:2880:f18a:
over a maximum of 3@ hops:

a: face:booc:0:25de]

* Request timed out.
5 ms 3 ms 4 ms undefined.hostname.localhost [2462:200:400:1::1111]
5 ms 3 ms 3 ms undefined.hostname.localhost [2402:200:1::39]

25ms 23 ms 24 ms undefined.hostname.localhost [2462:a00
26ms  32ms 60 ms aeld.pro2.dell.tfbnw.net [2620:
24ms  28ms 24 ms pod02.aswdl.dell.tfbnw.net [2620
25ms  23ms 23 ms poSl4.pswd2.del2.tfbnw.net [2620
28ms  26ms  25ms be6.mswlag.0l.del2. tfbnw.net [2a03:2880:f0a6: FFFf::111]
26ms 24ms 24ms edge-star-mini6-shv-61-del2.facebook.com [2a03:2880:18a:8a:face:b00c:0:25de]

LN WA WN R

Trace complete.
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:\Users\Kennith>tracert www.amazon.

racing route to dlelgmlww@déwo.cloudfront.net [2600:9000:2650:3000:8:b109:e14:3c81]
ver a maximum of 30 hops:

1 * * * Request timed out.

2 5 ms 4ms 4 ms  undefined.hostname.localhost [2462:200:400
3 6 ms 4 ms 4 ms  undefined.hostname.localhost [2402:a00
4 31ms 29ms 29 ms undefined.hostname.localhost [2402:a00
5 37ms  35ms  35ms 2620:107:4000:d590. 5

6 42ms 40 ms 40 ms 2620:107:4000:c5e0::f3fd:cod

7 37ms  35ms 37 ms 2620:107:4000:e850 8

8 4lms 4lms 40 ms 2620:107:4000:cFff::f20d:1191

9 * * * Request timed out.

10 * * * Request timed out.

11 26ms  24ms 26 ms 2600:9000:2650:3000:8:b109:e14:3c81

race complete.
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C:\Users\Kennith>ipconfig

windows IP Configuration

Ethernet adapter Ethernet:

Media State . . . . . . : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . . : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Local Area Connection* 10:

Media State . : Media disconnected

Connection-specific DNS Suffix

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

IPv6 Address. . . . ... . . : 2402:a00:400:c34a:3b51:b92f:c56d:9d58
Temporary TPv6 Address. . . . . . : 2462:a60:460:34a:587e:889:42d3:
Link-local IPv6 Address . . . . . : fe80::f8d2:7ed:2832:4c09%10

IPvA Address. . . . . . . ... .:192.168.1.4

Subnet Mask . . . . . . . . ... : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::1%10

192.168.1.1




